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Dear Little Finance, 
 
Thank you for trusting us with addressing the communications for your recent data breach, we 
are sorry this trouble has occurred for you.  
 
However, our team at Orange Communications has reviewed your situation and created a 
communication plan we think will best mitigate your issue and uphold your company’s image. 
Attached to this letter are the next steps and communications we recommend you make. These 
are to address your stakeholders. 
 
We have incorporated our services’ three basic pillars of professionalism, accountability, and 
consistency into the communication messages and believe they will be the most effective.  
 
The messages Orange Communications has produced are first to be directed to staff and team 
at Little Finance. This is to ensure everyone within the organisation is aware of the issue and 
the changes to the company which ensue, so the business continues operating successfully. 
This allows team to ask queries prior to the public being made aware so they have the necessary 
answers to address possible client concerns. We have composed a draft email for you to send 
to team for this purpose. 
 
The next step is to then address your clients as they have a vested interest in your company’s 
performance and are directly affected by the situation. Our main advice is to present the 
problem calmly and ensure it has been resolved to limit panic, anger and abandonment from 
customers. Attached is an email draft to send to clients informing them of the issue and 
addressing their best interests. A mock social media post has been produced to demonstrate 
how to publicly address the situation, how it has been handled and present the company. This 
is a determining factor of how the company will be perceived following the crisis.  
 
We understand once your clients are made aware of the issue they will have many questions 
and concerns and thus, have written a script for management and team to follow detailing how 
to appropriately respond. It is highly important this document circulates through the sectors of 
the company which directly handle customer relations. 
 
Orange Communications hopes the services it has provided to you are beneficial to your 
organisation and wishes you the best of luck in your endeavours. Please do not hesitate to 
contact us again regarding questions or for further services. 
 
Kind regards, 
 
Orange Communications 
  



Regulatory Reporting Requirements 
 
Information security is an important part of your business and thus, a data breach is a very 
serious incident. Specifically for a finance company, there is the possibility the breach can 
harm both your clients or the organisation. An example of this includes fraud. In Australia this 
means the incident needs to be reported. The government has measures put in place to help 
protect your organisation, its clients, and its information. To be provided with this support, 
Little Finance needs to act promptly and report the event to the following agencies. 
 
It is the CEO’s duty to report the data breach to:  

- The Office of the Australian Information Commissioner (OAIC),  
- Australian Securities and Investment Commission (ASIC), and  
- the Australian Taxation Office (ATO).  

 
You will need to provide these agencies with information including: the name of your 
organisation and the best contact details, the nature of the breach, key dates (this includes when 
the breach likely occurred, when it was identified, etc.), the type of information that was leaked, 
and what remedial action (if any) have you taken to contain the breach. All these commissions 
and organisations have guidance material explaining what to include to ensure you comply 
with all the obligations essential for receiving support. 
 
It is during contact with these organisations, Little Finance can ask for advice and guidance 
about handling the situation whilst they conduct investigations into the data leak and also 
monitor the organisation for fraudulent activity as a result of it.  
 
It is important all information provided to these agencies is consistent and honest. Not only so 
accurate support can be provided but to enhance the credibility of the organisation. Differences 
in stories will cause further complications and detriments to Little Finance. 
 
As this incident also affects the stakeholders of the organisation, it is highly likely employees 
and clients will be concerned about their well-being. This includes the security of their 
information and the wider impact identity theft may have. Due to this, we recommend you 
provide stakeholders will the contact information for IDCARE. IDCARE is a non-profit charity 
providing Australia and New Zealand with confidential identity theft and cyber support 
services and advice. Although this is not a compulsory step, providing this resource to 
employees and clients will demonstrate Little Finance cares about the concerns of its 
stakeholders and is thus, providing them with the necessary support in this situation. 
 
Reporting Information 

- Report the breach to ATO anywhere from 8am-6pm, Monday-Friday at 1800 467 033 
- Fill in the form accessed via: 

https://forms.business.gov.au/smartforms/servlet/SmartForm.html?formCode=OAIC-
NDB to notify the OAIC 

- An account with ASIC needs to be made to access their submission portal 
- Contact IDCARE services either through an online form submission or at 1800 595 

160, Monday-Friday, 8am-5pm 
 
  



Little Finance Communication Plan 
  



Email to Little Finance Employees 
 
To our dedicated team members at Little Finance, 
 
It is my duty as CEO to regrettably inform you that our organisation has been subject to a data 
spill. Unfortunately, the financial data of our 2600+ clients from the past three years was leaked 
for the general public to freely access via the internet. Please do not fret however, as this issue 
has been contained and resolved.  
 
As many of you may be aware, our technical team worked extremely fast and efficiently to 
handle this situation and for that, I extend great thanks on behalf of the organisation to these 
team members. Your efforts are recognised and extremely valued.   
 
Although the spill has been contained and the data has since been removed from the internet, 
there is now a lot of action our organisation must take to help mitigate the problem’s effects. 
Both individuals and whole departments will be contacted and provided with specific 
information regarding their roles henceforth. However, I will explain the steps we are taking 
as an organisation so you are all well-informed about the current issue.  
 
Due to the problem being resolved, we urge you not to publicly share this information outside 
the organisation as we have plans to do this officially. 
 
Following this notice, we will be providing you with the relevant information and behaviour 
necessary for addressing the public and other stakeholders about this issue. We will also be 
nominating specific spokespersons for this issue and we encourage you direct any questions 
you receive to these people.  
 
Our next step is to notify our clients, so we need you all as a team, to be prepared for the 
questions and concerns that will arise from this. We will be reaching out to clients personally 
and also be addressing this issue on social media. Our public and customer relations teams now 
have a lot of work on their hands. 
 
Because of the problem which has occurred, we will also be changing our organisation’s 
methods of practice. A strong investigation will be held to identify where our procedures have 
failed us and other processes which need to be updated to protect our organisation for the future. 
Performance management and reviews may occur if we identify individual efforts are at fault. 
An evaluation will be performed in three months’ time to review whether the changes made 
have improved our organisation. 
 
We highly value your input and therefore if you have any recommendations for handling this 
issue we encourage you to contact your reporting manager. 
 
We want to thank you for your patience and confidence during this issue, and are sorry if this 
has caused any concern. 
 
Sincerely, 
[Name of CEO], CEO Little Finance  



Email to Clients of Little Finance 
 
 
To our trusted client, 
 
We regret to inform you an incident has occurred within our firm involving the privacy of your 
data. Please note, the problem has since been resolved and your information is safe within our 
organisation again.  
 
Unfortunately, we recently discovered Little Finance was subject to a data spill. This meant 
your financial data (alongside that of other clients) from the past three years was leaked to the 
general public and made available on the internet. Once this came to light, our organisation 
acted swiftly to contain the incident and conducted a thorough investigation. 
 
We were able to source the cause of the spill and have since stopped the leak from continuing. 
Your financial data has been retrieved and removed from the internet. The public no longer 
has access to this information. Our technical support team have also provided you with access 
to a service which monitors whether your personal information is shared across the internet, 
and will send you an alert if your details are detected. A separate email will be sent to you 
detailing this information. 
 
In the meantime, we encourage you to take personal action by updating your passwords and 
monitoring your bank accounts for suspicious activity. We will however, update you 
immediately if we gain new information. 
 
Your commitment to Little Finance is of the utmost importance and therefore, we hope to do 
anything we can to make this situation easier for you. You are our number one priority and we 
thank you for your support.  
 
Please feel free to contact us regarding any questions or concerns you may have regarding this 
situation and our team will get back to you swiftly. 
 
We would like to apologise again for this situation, and inform you that we are using the 
information from this event to install greater security measures to protect you and our 
organisation.  
 
Our deepest regards,  
 
Your Team at Little Finance 
 
e-mail: littlefinance@support.com.au 
www.littlefinance.com  



Social Media Post - Addressing The Issue to the Public 
See attached video file for this example… 
 
To be released on LinkedIn and Facebook… 
Headline: “Our Mistake To You” 
Caption: Your information is safe and secure once again but we let you down and we are 
sorry. If you have an queries or concerns please feel free to contact our client support team at 
littlefinance@support.com.  
 
Draft Script for Video Release (Performed by Little Finance CEO): 
 
To our clients of Little Finance, it is our greatest regret to inform you that we let you down. 

[Pause]  

Unfortunately, our organisation was subject to a data spill and the past three years of your 

financial data was made available on the internet.  

Fortunately, we have a great technical team at Little Finance and they have resolved the issue 

and removed all your information from the internet.  

*Strengthen Tone* You and your information are secure within our company once again. 

[Pause] 

It was our responsibility to keep your data confidential and protected and unfortunately we 

made a mistake with our practices. We are sorry for the effects this may have on you. 

You can be assured however, we have learnt from this situation and are in the midst of 

upgrading our company and enhancing its protective measures.  

It is now our biggest goal to ensure a situation like this is prevented and never occurs again. 

You are our greatest priority. 

We understand you may be concerned about whether your information has been accessed or 

shared and thus, we recommend updating your passwords and monitoring your bank accounts 

for suspicious activity. We have sent you an email with further details about the situation and 

things you can do to further protect yourself.  

We are certain we have identified the root of the problem and are now doing everything in 

our power to fix this issue. 

If there are any more updates regarding the situation, Little Finance guarantees you will be 

the first to know. 

If you have any more queries or concerns post reading our email notice, please do not hesitate 

to contact our support team at littlefinance@support.com.  

Again, we apologise for this situation occurring but want to reassure you, you and your data 

are safe with Little Finance. 



Script for Customer Relations Team and Management 
 
The following details how you, a representative of Little Finance, are to respond to questions 
asked about the event. 
 
Questions 
What has happened? 
[Answer] Unfortunately, we discovered the past three years of client financial data had been 
leaked onto the internet. This has however, was swiftly contained and retracted.  
 
What information has been leaked? 
[Answer] Our technical support team has identified the past three years of all client financial 
data was spilled. We will contact you regarding the details of this data at a later date when we 
know more information. 
 
Is my information secure? 
[Answer] Yes. All of the leaked data has been retrieved and all records are now secure again. 
 
Has my data been stolen? 
[Answer] To our knowledge, it is unknown whether your information has been accessed by 
unauthorised people during the time it was made publicly available. However, we have a free 
service you can access to monitor any possible spread of your data online. We are using our 
best efforts to investigate this for you also. 
 
What can I do? 
[Answer] We understand you may be concerned about the protection of your information and 
thus recommend updating your passwords. We also encourage you to monitor your bank 
accounts for suspicious activity. 
 
Will this happen again? 
[Answer] This was a big learning curve and the company is updating its practicing to prevent 
the situation occurring again. We are now aware of how these instance occur and understand 
what measures to increase to keep your information protected.  
 
*Important Note*  
Keep the messaging positive.  
Ensure every single time you are asked about the situation, remind the individual the situation 
has been handled, that their information has been retrieved and is no longer circulating the 
internet. It is in the security of Little Finance once again. 
 
Key Words: 

- Little Finance acted fast 
- The data has been retrieved 
- The information is secure 
- We are doing everything in our power to prevent the situation from happening again 
- We have a strong team of professionals handling the matter  

 
Body Language 
Any representative of Little Finance speaking on this matter is to appear calm and collected. 
No sign of concern or panic can be shown as the audience needs to register the situation has 



been handled and there is no need to worry. However, it is important to not look guarded, we 
want the audience to feel as though the company welcomes any queries regarding the issue 
rather than is defensive. Personal emotions to the situation need to be reserved. 
This means: 

- Making direct eye contact 
- Standing tall with head held high 
- Using open hand gestures and keep arms facing towards your audience 
- Maintaining a slight smile 

To show openness, the act of subtly mirroring the body language of the person you are speaking 
to can make them feel more at ease and help build rapport. 
 
Voice and Tone 
As this is a stressful issue, we need to remind you as a representative of the organisation to 
speak calmly to prevent the audience from becoming stress or frightened too. This is how you 
will offer comfort and reassurance. It is imperative you speak clearly and at a normal pace to 
relax the client. and display a show of confidence in your voice to build credibility.  


